
DEFCHAIN Architecture Reference · v1.2

DEFCHAIN Platform Architecture
End-to-end packet flow from supplier ingress to production release.

Component Encrypted flow Read-only / metadata Decision point UDP/TCP protocol

EXTERNAL ZONE TRUSTED ZONE

EXTERNAL

Supplier

Sends to platform

EDGE AGENT

SCSMP

Sign + 2x encrypt

TCP/6045

THE GATEKEEPER

APPLIANCE

1. Decrypt
2. Verify sig
3. Whitelist

4. Risk lookup
5. Route

RISK INTELLIGENCE

DEFCHAIN

Provides: F1/F2 risk scores

Access: read-only

lookup

ROUTE
DECISION

ALL SCORES 3 OR 5

Production
→ cleartext payload

LOW SCORE OR UNKNOWN

Sandbox
→ re-wrapped payload

SIG OR WHITELIST FAIL

Quarantine
→ sealed, forensics

pass

caution

rejectOBSERVAB I L I T Y

SIEM

Receives every decision

via UDP/6049 (fire-and-forget)

AUDIT TRAIL

ISO 27001 · NIS2 ready

UDP/6049

2x
ENCRYPTION LAYERS

3
ROUTING OUTCOMES

100%
AUDIT COVERAGE

UDP
SIEM EVENTS
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